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Preface
Many statistical and non-statistical indices are used worldwide to assess the integrity system1. For example,
Transparency International (TI) issues three relevant reports, the most famous amongst them are:
1.

Published on an annual basis, the Corruption Perception Index (CPI) gauges corruption perceptions
across some 180 countries. The CPI relies on a number of specialists’ opinions as well as on views of
select individuals with practical experience from target countries, such as businesspeople with direct
contact with the public sector. In addition, the CPI is informed by a set of reports and studies of various sources. Information is processed and standardised using a scale of 0 to 10 to reflect the level of
freedom from corruption in the country under assessment.

2.

The Bribe Payers Index (BPI) helps to identify the perceptions of managers concerning bribes paid by
foreign companies in countries under survey.

3.

Also issued by TI, the Global Corruption Barometer (GCP) measures citizens’ perceptions of the most
corrupt sectors in the country and their predictions of expected levels of corruption in the future. The
GCB includes an assessment of the government’s efforts in the fight against corruption.

Global Integrity also publishes the Global Integrity Index (GII) every two years. This index is based on data
collated from legal texts related to combating corruption, as well as information released by government agencies and local and international organisations in each country. The GII scores on a scale from 0 to 100.
Since 2013, TI UK Defence and Security Programme has published the Government Defence Anti-Corruption
Index (GI). This index is based on 77 indicators and sub-indicators to measure levels of corruption risk in national defence and security institutions.
In Palestine, since 2011, the Coalition for Accountability and Integrity (AMAN) has developed the Integrity
System Index in Palestine. The index measures the immunity of state institutions against corruption, using 72
indicators to calculate index scores. Indicators cover multiple categories to assess developments in the pillars
of integrity and other various sectors.
The Integrity Index in the Palestinian Security Sector periodic report provides a description of how immune
the security sector institutions are against corruption in Palestine. It enables government bodies and civil society organisations to assess risks and explore opportunities to slide into corrupt practices. The index uses 80
indicators to measure the index scores over the period under consideration (2018).
This report comprises three sections. Section 1 introduces the methodology for the preparation of the report.
Section 2 provides numerical results of the Integrity Index in the Palestinian security sector in 2018. Section
3 includes a detailed summary of all 80 indicators of the integrity index by thematic areas.
The Integrity Index in the Palestinian Security Sector aims at achieving multiple goals, first and foremost:
1.

Presenting detailed information and understanding to the government, security agencies, civil society
organisations, and citizens of aspects of the integrity system in the Palestinian security sector.

2.

Based on the first goal, various stakeholders, including civil society organisations and activists, will
be able to join forces with relevant authorities and contribute to changing and improving the integrity system, avoid flaws exhibited by the Integrity Index, and facilitate identification of the concerned
agencies or areas in line with the recommendations on instruments and mechanisms for corruption
prevention.

1 For further information, see The Corruption Perception Index in Arab Countries: Index Problems and Methodology, Beirut: Arab Anti-Corruption Organisation,
Arab Institution for Democracy, 2010.
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Introduction
The Integrity Index in the Palestinian Security Sector provides a periodic description of risks of corruption and
immunity of the security sector against corruption. The index includes 80 indicators, which have been selected
because of their ability to assess the Palestinian security sector’s immunity against corruption.
The present analysis of indicator results provides an explanation of key findings (strengths, weaknesses, limitations and obstacles). Recommendations are derived accordingly. Together with other tools and means, these
recommendations will help the Public Administration of the State to take initiatives and prioritise national
strategies towards promoting integrity and fight against corruption.
This index helps public institutions to develop realistic plans to prevent corruption, ensure effective and efficient investment of available resources, and enhance performance of security agencies. It is also instrumental
in identifying risk factors, remedies, and governance of the security sector institutions. As a key public sector
of the State, the security establishment needs to maintain integral, transparent and accountable operations. In
view of the important role it plays, the security sector exercises a monopoly on the use of means of lawful
violence (i.e. weapons).
The Integrity Index in the Palestinian Security Sector index is premised on the fact that the responsibility for
the fight against, prevention and elimination of, corruption is so vital and pressing that it requires concerted
efforts by everybody, including citizens and institutions. Corruption cannot be combatted without approving
necessary strategies and plans. Legislative and legal frameworks will be rejuvenated to regulate functions of
the government, institutions, and individuals. The role and capacities of all oversight bodies will be consolidated. All perpetrators of corruption crimes will be prosecuted and punished. To this end, preventive mechanisms
and tools will be developed to provide a pre-emptive scrutiny of different sectors and lines of activity with a
view to managing risks of corruption and preclude internal and external threats. Eventually, an anti-corruption
integrity system will be in place, particularly in the security sector. In this context, the Integrity Index in the
Palestinian Security Sector attempts to come up with a numerical expression of how immune the integrity
system is in the Palestinian security sector.

Legal and institutions terms of reference of the security sector in Palestine
The legal framework of security forces in the State of Palestine
The Palestinian Basic Law sets forth the general rules for the security sector management. According to the
Basic Law, the President of the Palestinian National Authority (PNA) holds the position of the Commander-in-Chief of the Palestinian security forces and is vested with the power of declaring the state of emergency
in case national security is under threat. The Council of Ministers is responsible for maintaining public order
and internal security.
The Basic Law defines security forces and police as “regular forces. They are the armed forces in the country.
Their functions are limited to defending the country, serving the people, protecting society and maintaining
public order, security and public morals. They shall perform their duties within the limits prescribed by law,
with complete respect for rights and freedoms.”2
 The Law of Service in the Palestinian Security Forces No. 8 of 2005 provides that the security forces
comprise three major forces, namely, the National Security Forces and the Palestine National Liberation Army, Internal Security Forces, and General Intelligence. In many provisions, the Law regulates
the management and operations of security agencies, including the rights and duties of security person-

2 Article 84 of the Amended Basic Law.
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nel, acts that security officers and personnel are prohibited from performing, recruitment, promotion,
term of office for commanders of agencies, etc.
 The Law on General Intelligence No. 17 of 2005 sets forth the competences of General Intelligence,
term of office for the Head of General Intelligence, acts prohibited for General Intelligence personnel,
and approval of the General Intelligence budget. Clearly, the Law vests the Palestinian Legislative
Council (PLC) with the power of holding the Head of the General Intelligence to account through
relevant PLC committees. It also provides for subjecting the General Intelligence budget to PLC oversight. To this effect, the Law provides for establishing a committee to examine the General Intelligence
budget.
 The Law on Civil Defence No. 3 of 1998 regulates competences of the Civil Defence and provides that
the Director of the agency is answerable to the Minister of Interior.
 The Law by Decree No. 11 of 2007 on the Preventive Security provides that the Preventive Security is
a regular security directorate general within the Internal Security Forces. In addition to setting its powers and competences, the Law by Decree defines how the Director General, Deputy Director General,
and Assistants to the Director General of the agency are appointed. It prescribes that the Minister of
Interior submit a report on the Preventive Security operations to the PNA President and Prime Minister. However, the Basic Law decisively provides that ministers, including the Minister of Interior, are
answerable to the PLC. In addition to voting on motions of confidence or no-confidence, the PLC holds
ministers to account. Reports will also be submitted to the PLC and PLC committees.
 All civil servants and military personnel are subject to the provisions of the Amended Law on Illegal
Gains No. 1 of 2005 (Anti-Corruption Law).
 The Law on the Insurance and Pensions of Palestinian Security Forces No. 16 of 2002 is applicable
to security personnel over 45 years of age at the time of its promulgation. The Law grants incentives
to encourage security personnel to retire. The Public Retirement Law No. 7 of 2005 as amended also
enables security personnel to apply for early retirement.
 Financial laws and regulations include the Law on the Regulation of the Public Budget and Financial
Affairs; annual Budget Law; Law by Decree No. 8 of 2014 on Public Procurement as amended (applicable to procurements of the security establishment, except for procurements of a sensitive security
nature); and Financial Regulation of the PA. Although they do not clearly refer to the security sector,
these pieces of legislation equally apply to security agencies insofar as they are public institutions. The
only exception is the General Intelligence Law, which provides for specific financial aspects.3
 Some presidential decrees regulate certain aspects of the Palestinian security forces. These include
the Presidential Decree No. 33 of 2007 on the Reorganisation of the Financial Affairs and Salaries of
the Personnel of the Palestinian Security Forces; Decision No. 288 of 2007 on the Establishment of
Committees for Conforming of Personnel of the Palestinian Security Forces to the Conditions of Rehabilitation; decrees on the formation and dissolution of the National Security Council; and Presidential
Decree No. 12 of 2002 on the Attachment of the Police, Preventive Security and Civil Defence to the
Ministry of the Interior.

3 AMAN, Administrative and Financial Reform within the Palestinian Security Establishment, 2008, p. 4.
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Institutional framework of the security sector
The Palestinian security forces consist of the following security agencies:
 National Security Forces (NSF): Resembling an army in an independent State, the NSF are a “regular military body” that includes naval police, air force, and a number of military brigades deployed
throughout the PNA-controlled territory. The NSF perform their functions under the leadership of the
NSF Commander. No legal provisions govern the NSF powers and tasks. In practice, the NSF assist
other security agencies in keeping public order and security.
 Military Intelligence: Established in 1994, the Military Intelligence is one component of the Palestinian security system. According to the Minister of Interior’s Decision No. 707 of 2007, dated 17 August
2007, the Military Intelligence personnel are vested with judicial duties within the Palestinian security
forces. The Director General of Military Intelligence reports to the Minister of Interior.4
 Presidential Guard: After the late President Yasser Arafat returned home, the Presidential Guard was
established as a military agency of a group of officers, who were administratively included in the
so-called President’s Companions. After President Mahmoud Abbas came to power, the Presidential
Guard was expanded to include military units, which supported other security forces in carrying out
security duties and controlling the security situation. The Presidential Guard provides protection to
the PNA President, presidential compounds, senior officials, and official delegations to the Palestinian
territory.5 No law governs operations and relations of the Presidential Guard. It is unclear whether the
force submits reports on its operations.
 Internal Security Forces: Reporting to the PNA President, the Internal Security is a regular security
body, which includes the Police, Preventive Security, and Civil Defence.6 It performs its functions
under the presidency of the Minister of Interior and under the command of the Director General of the
Internal Security. The latter makes the decisions necessary for the management of its work and regulation of its affairs.7 However, instead of having a single Internal Security institution, there are three
agencies, all reporting to the Minister of Interior.
 General Intelligence: Reporting to the President, the General Intelligence is an independent regular
security body, which performs its functions and exercises its competence under the presidency and
command of its head, who also makes the decisions necessary for the management of its work and
regulation of its affairs.8 It is considered as an external intelligence agency, whose internal activity
is limited to completing the measures and activities it commenced abroad.9 The General Intelligence
takes the measures necessary to prevent acts that may endanger the security and safety of Palestine. It
reveals external dangers that may jeopardise the Palestinian national security in the fields of espionage,
collusion and sabotage.
 Support units:
A number of bodies and institutions provide support to security agencies. These report either to the
PNA President or Minister of Interior. Key support units include (1) Organisation and Management
Commission; (2) Supplies and Equipment Commission; (3) Central Military Financial Administration;
(4) Military Medical Services; (5) Political Guidance; and (6) Military Training Commission. The
majority of these units lack a legal terms of reference, which should govern their functions and define
their competences.

4 Military Intelligence, http://www.pmi.pna.psl/
5 Presidential Guard, http://spg.ps/ar
6 Article 3 of the Law of Service in the Palestinian Security Forces No. 8 of 2005.
7 Article 10 of the Law of Service in the Palestinian Security Forces No. 8 of 2005.
8 Article 13 of the Law of Service in the Palestinian Security Forces No. 8 of 2005.
9 Article 8 of the General Intelligence Law.
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Methodology
I. Adopt indicators of the Integrity Index in the Palestinian Security Sector
The work team consists of local experts, AMAN staff, and members of the Civil Forum for Promoting Good
Governance in the Security Sector. Relating to the integrity system in the security sector, a number of indicators have been selected on the basis of relevant local and international terms of reference on the promotion
of integrity and prevention of corruption. These mainly include provisions of Palestinian regulations. Some
international indicators, including TI UK’s Government Defence Anti-Corruption Index, have been adapted.
Several indicators have also been selected from the Palestinian Integrity Index developed by AMAN. An
indicator is given 100 scores (from 0 to 100) in line with a method of calculation specific to each indicator.10

II. Collect information from multiple sources
A variety of means were used to access information needed for every indicator from primary sources and others, with a particular focus on security sector governance and fight against corruption in Palestine. Ensuring
the accuracy and reliability of every indicator, main sources of information include:
1.
Official state sources, such as the Council of Ministers, security agencies, military commissions, Anti-Corruption Commission, State Audit and Administrative Control Bureau, and Higher
Council for Public Procurement Policies.
2.

Civil society organisations that provide oversight of the security sector.

3.

Palestinian public opinion polls.

4.

Interviews with officials and experts in the Palestinian security sector.

III. Determine the numerical value of the index and ratings
The index has one main numerical value, which reflects how effective the integrity system in the security sector is during the period under review. It also has 80 indicators with a corresponding scale of 80 figures, each
illustrating the status of every individual indicator. Ratings were also used to help reach a deeper understanding of the integrity system in all areas, sectors and pillars of the Palestinian security apparatus. Five areas that
influence the security sector operations were adopted, namely, (1) political will; (2) security sector budget;
(3) procurements and tenders; (4) recruitment and personnel conduct; and (5) Intelligence agencies.
Each of these areas features 22, 11, 21, 19, and 7 indicators respectively.

Table 1: Areas of the security sector
Area
Political will
Security sector budget
Procurements and tenders

Number of indicators
22
11
21

Relative
weight of
each area
27.50%
13.75%
26.25%

10 See Annex 1 for the list of indicators used in the Integrity Index in the Palestinian Security Sector.
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Recruitment and personnel conduct
Intelligence agencies
Total

19

23.75%

7
80

8.75%
100%

In terms of index weight, Chart 1 below shows that the security sector indicators were rated as follows: political will (28 percent), procurements and tenders (26 percent), recruitment and personnel conduct (24 percent),
security budget (14 percent), and Intelligence agencies (9 percent).

Chart 1: Distribution of index weights by area

All 80 indicators were also divided into two sectors: (1) indicators of regulations and policies, and (2) indicators of practices. According to Table 2 below, there are 18 indicators of regulations and 62 indicators of
practices

Table 2: Regulations and practices
Sector
Regulations
Practices

Number of
indicators

Percentage

18

22.5%

62

77.5%

Chart 2 below shows that while indicators of regulations scored 22.5 percent, indicators of practices had a total
score of 77.5 percent. Attention to practices follows from the fact that they test and correspond to the actual
value of legal norms.
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Chart 2: Distribution of index weights by regulations and practices

All 80 indicators were categorised into three pillars: transparency, accountability, and integrity. According to
Table 3 below, indicators of these pillars of the integrity system were as follows: transparency (24), accountability (35), and accountability (21).
Table 3: Pillars of the integrity system in the security sector
Pillar
Transparency
Accountability
Integrity

Number of indicators
24
35
21

30
44
26

Chart 3 below shows indicators of transparency scored 30 percent, accountability 44 percent, and integrity 26
percent.
Chart 3: Distribution of index weights by pillars of the integrity system in the security sector
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Classification of indicators
Indicator ratings fall on a scale of 0 to 100. This means that the selection of these indicators has successfully
introduced widely different items and qualities, allowing to measure various aspects of the integrity index in
the security sector. Based on a review of the scope of these differences, ratings were classified in terms of
their ability to reflect an informed view of how much an indicator would contribute to the effectiveness of the
integrity system in the Palestinian security sector. This review resulted in the following classification (Table
4 below).

Table 4: Ratings according to the level of advancement on the integrity index in the Palestinian security
sector
Code

Least level

Highest level

Rating

81

100

Very advanced

66

80

Advanced

51

65

Average

36

50

Low

21

35

Very low

00

20

Critical

1. Main features of the Integrity Index in the Palestinian Security Sector: First Report (2018)
Results of the Integrity Index in the Palestinian Security Sector 2018 show the following main features:
a)

In the period 1 January-31 December 2018, the Integrity Index in the Palestinian Security Sector11 had an “average score” in relation to potential risks exploited by corrupt individuals (55 out
of 100 scores). This score indicates that the integrity system in the Palestinian security sector is
still worrying due to a set of variables, which continued to negatively impact security operations
throughout 2018. In general, the score remained average.

During the reporting period, key negative influences on the Integrity Index in the Palestinian Security
Sector included:
 Continued inaction of the Palestinian Legislative Council (PLC) has crippled parliamentary oversight.
The PLC has not exercise control over security agencies, deliberated security policies, enacted the
public budget, including budget allocations to the security sector, or audited public expenditure.
 A specialised, independent (parliamentary or governmental) committee is not in place to control policies, management and budget allocations to Intelligence agencies.
 A regulation and practice have not been approved to ensure the right of easy access to information or

11 The geographical framework of information collated for the purposes of this report covers PNA institutions in the West. It does not included these institutions in
the West Bank.
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cooperation to access information.
 Public consultations on the security sector policy and security strategy are neither regular nor adequate.
 Challenges or risks that create an enabling environment for corruption in the security sector are neither
reviewed nor examined. Risks of corruption are not assessed on a periodic basis.
 A permanent policy for promoting integrity and fight against corruption is poorly reflected in the security sector’s plan of action.
 Little details and information are provided about phases of the security budget formulation before
enactment. Information requested by citizens, media outlets, and civil society on the security sector
budget is not provided neither timely nor during budget execution.
 An information classification system is not established in consistence with the law with a view to ensuring protection of information.

Major positive indicators of the integrity system in the Palestinian security sector were as follows:
 A code of professional conduct, which is rolled out to security personnel and made available to the
public, is in place.
 There is a clearly defined process of the budget planning cycle. Budget planning departments are established and independent.
 Procurement regulations instruct officials to avoid instances of corruption. Officials in charge of designing tender specifications or those involved in the decision-making process of tender boards are
subject to oversight.
 Enforcement of procurement regulations within the security sector is adequately effective. The agency
in charge of audit of procurements in the security sector is independent.
 Official mechanisms allow companies to file challenges or complaints against anomalous practices in
the procurement process.
 The wage bill of civil servants and security personnel in the security sector is made publicly available.
These staff earn their salaries on time, via banks and in their personal names.
 Specific penalties are prescribed by law for corruption offences. Adequate action is taken against all
violations of the contracts concluded with suppliers. Legally prescribed penalties are clear, providing
for punishing any supplier who commits an act of corruption.

b)

Indicators with a “critical” score (0-20): Seventeen indicators (21 percent of all indicators) were
rated as critical. These involved main aspects, namely:

1.

Effective PLC oversight of security agencies.

2.

The Legislative Authority is independent and is not prone to interference by any centres of
influence in the Executive or security sector.

3.

The PLC Security Committee members have experience in the security sector.
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4.

Annual audit reports on security agencies are submitted to the PLC.

5.

The PLC holds the Ministry of Interior and National Security to account for findings of the
reports produced by the State Audit and Administrative Control Bureau (SAACB).

6.

The security policy or security strategy is deliberated by the PLC.

7.

PLC deliberations address security threats to the country, procurement decisions, level of
spending on the security sector, number of security personnel, size of the security budget, and
use of operational capacities of the security sector.

8.

Regular consultations on the security sector policy and security strategy take place with the
public.

9.

Challenges that furnish an opportunity for corruption in the security sector are reviewed.

10.

Assessments of risks of corruption are provided on a regular basis.

11.

New policies and plans are informed by findings of the integrity assessment.

12.

The PLC receives an accurate security sector budget proposal in accordance with the 1997
Law on the Regulation of the Public Budget and Financial Affairs.

13.

The PLC Interior and Security Committee is vested with the powers to intervene in budget
allocations and review expenditures.

14.

Officials regularly produce audit compliance reports on contracts and achievements.

15.

A specialised, independent (parliamentary or governmental) committee is in place to control
policies, management and budget allocations to Intelligence agencies.

16.

Objective standards are provided to select officers for senior positions in the Intelligence service.

17.

An external committee (e.g. the Governance Integrity Committee) assesses the suitability of
nominated candidates.

c)

Indicators with a “very low” score (21-35): Four indicators (5 percent of all indicators) were
rated as very low. These involved the following areas:

1.

The anti-corruption policy is reflected in the security sector’s plan of action. Implementation
makes progress in line with the set timeframe.

2.

The security sector budget is publicly available, disaggregated and clearly defined before it is
enacted.

3.

Information requested by citizens, media outlets, and civil society on the security sector budget is provided in a timely fashion.

4.

An information classification system is established in consistence with the law with a view to
ensuring protection of information.

d)

Indicators with a “low” score (36-50): Twenty five indicators (31 percent of all indicators) scored
50, the highest score in the Integrity Index in the Palestinian Security Sector. These indicators covered the following themes:
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1.

There are indications that security institutions are open to civil society organisations.

2.

Needed financial and human resources are made available at compliance departments and
units.

3.

Compliance departments and units are independent.

4.

The public are confident that security officials are seriously willing to combat corruption.

5.

The security sector budget includes comprehensive and detailed information on expenditures
according to respective functions.

6.

The greatest portion of the enacted security sector budget is fully disclosed to the media and
civil society actors.

7.

Findings of the SAACB audit reports on security agencies are published.

8.

SAACB recommendations are capitalised on.

9.

Legislation is in place, covering all procurements of the security sector without exception.

10.

A procedure manual on public procurements and tenders is in place.

11.

Details of all procurements are available.

12.

Data on procurements are published, usually in an accessible format.

13.

All contracts, including modifications after tenders are awarded, are accessible.

14.

Mechanisms for filing challenges and complaints by companies are effective and systematically used.

15.

The number of civil servants and security personnel is accurately known and publicly available.

16.

The security sector allows public access to information on the number of civil servants and
security personnel.

17.

Allowances paid to civil servants and security personnel are published and accessed by the
public.

18.

The system of recruiting security personnel at mid- and upper-management levels includes
objective standards of relevant positions as well as evaluations based on specific criteria.

19.

In their statements or media interviews, security sector institutions are publicly committed to
anti-corruption and integrity measures.

20.

Security personnel and civil servants receive anti-corruption training.

21.

Staff attend regular training sessions on the fight against corruption.

22.

A policy is in place to announce results of the trials of security personnel.

23.

Results of trials are made publicly available.

24.

The oversight of Intelligence agencies’ activities, management and budget allocations is effective.
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25.
e)

Recruitment in senior positions at the Intelligence service is affected by favouritism.
Indicators with a “advanced” score (66-80): Twelve indicators (15 percent of all 80 indicators)
were rated as “advanced”. These indicators involved the following areas:

1.

Right of access to updated documents and information on the security sector policy or security
strategy is safeguarded.

2.

Civil society organisations and research centres discuss the issues of integrity, transparency
and corruption within the security sector.

3.

The State implements an explicit anti-corruption policy, which is effectively applicable to the
security sector.

4.

Compliance units within the security sector are effective.

5.

An internal audit (financial) unit is established, effective, experienced and independent in the
performance of its functions.

6.

The SAACB regularly audits the security sector spending and evaluates the security sector
performance.

7.

The vast majority (90+ percent) of security sector procurements are carried out through a
system of open competition, with the exception of some clearly specified and restricted cases.

8.

Justifications are provided for all contracts awarded through individual procurement and restricted competition (invitation to bids). These are also subject to external audits.

9.

Cases of corruption in procurements are investigated and offenders are put on trial without any
undue political influence.

10.

There are regulations on whistleblowing and adequate protection is provided to whistleblowers from the security sector against any reprisals.

11.

Whistleblowing is encouraged through training, provision of information and guidance on
whistleblowing, and procedures for the protection of whistleblowers.

12.

The proportion of discreet expenditures earmarked to Intelligence agencies (General Intelligence and Preventive Security services).

f)

Indicators with a “very advanced” score (81-100): Twenty one indicators (26 percent of all indicators) were rated as “very advanced”. These indicators involved the following themes:

1.

Legislation is enacted, enabling the PLC to exercise oversight of operations of the security
establishment.

2.

A parliamentary committee with a special focus on oversight of security agencies is established in accordance with the PLC Standing Orders.

3.

A clearly defined process of the budget planning cycle is in place. Budget planning departments are established and independent.

4.

Regulations on procurement bodies stipulate a full understanding of the cases of corruption.
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5.

Regulations on security sector procurements are enforced effectively.

6.

The oversight body for security sector procurements is independent.

7.

Oversight of security sector procurements is efficient.

8.

Officials in charge of designing tender specifications or those involved in the decision-making
process of tender boards are subject to bylaws or codes of professional conduct, which are
specifically prepared to avoid conflicts of interest.

9.

A comprehensive audit process allows officials to take part in scrutinising suppliers and designing tender specifications.

10.

Official policies and procedures are in place, identifying how supplier service and/or delivery
obligations are controlled, assessed and reported.

11.

Adequate actions are taken against all contract violations.

12.

Official mechanisms allow companies to file challenges or complaints against anomalous
practices in the procurement process.

13.

Legally prescribed penalties are clear, providing for punishing any suppliers who commit acts
of corruption.

14.

The security sector has faced the problem of ghost employees over the past five years.

15.

The size of the wage bill of civil servants and security personnel is made publicly available.

16.

Staff receive their salaries on time.

17.

The payment system is well-prepared, regular and public.

18.

Salaries and increments are publicly accessible.

19.

The law prescribes specific penalties for corruption offences.

20.

A code of professional conduct is applicable.

21.

The code of professional conduct is disseminated to security personnel and is publicly available.

Detailed index results by indicators
Detailed results of all 80 indicators show a significant variation of the ratings of each. While 21 indicators
scored 100, the highest score given to an indicator, 17 indicators were rated as 0, the lowest score of an indicator. Additionally, 46 (or 58 percent) of all 80 indicators had scores on a rating scale ranging from critical, very
low to low; i.e. a score of 50 or less. On the other hand, 33 (or 42 percent) of all indicators obtained scores on
a rating scale ranging from advanced to very advanced. It is worth noting that Indicator 52 (Companies believe
they will not face discrimination in future procurement operations if they file complaints), was suspended this
year due to time constraints and difficult access to relevant information (an independent opinion poll).
The table below provides a list of index indicators, sub-indicators, and ratings of each. For a detailed account
of the rating and source of each indicator, see Annex 2 below.
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Table 5: Index indicators by area, sector and pillar, and ratings obtained in the first reading
#

Indicator
Legislation is enacted, enabling the
PLC to exercise oversight of operations
of the security establishment
Effective PLC oversight of security
agencies
The Legislative Authority is independent and is not prone to interference by
any centres of influence in the Executive or security sector
A parliamentary committee with a
special focus on oversight of security
agencies is established in accordance
with the PLC Standing Orders
The PLC Security Committee members
have experience in the security sector
Annual audit reports on security agencies are submitted to the PLC
The PLC holds the Ministry of Interior
and National Security to account for
findings of the reports produced by the
SAACB
The security policy or security strategy
is deliberated by the PLC
PLC deliberations address security
threats to the country, procurement
decisions, level of spending on the
security sector, number of security
personnel, size of the security budget,
and use of operational capacities of the
security sector
Regular consultations on the security
sector policy and security strategy take
place with the public
Right of access to updated documents
and information on the security sector
policy or security strategy is safeguarded
There are indications that security
institutions are open to civil society
organisations
Civil society organisations and research
centres discuss the issues of integrity,
transparency and corruption within the
security sector
The State implements an explicit anti-corruption policy, which is effectively applicable to the security sector
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Area
Political will

Sector

Pillars of
integrity

Regulations Accountability

Rating
Very advanced

Political will

Practices

Accountability

Critical

Political will

Practices

Accountability

Critical

Regulations Accountability

Critical

Political will
Political will

Practices

Accountability

Critical

Political will

Practices

Accountability

Critical

Political will

Practices

Accountability

Critical

Political will

Practices

Accountability

Critical

Political will

Practices

Transparency

Critical

Political will

Practices

Transparency

Critical

Political will

Practices

Transparency

Advanced

Political will

Practices

Transparency

Low

Political will

Regulations Accountability

Advanced

Political will

Regulations

Advanced

Integrity
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The anti-corruption policy is reflected
in the security sector’s plan of action.
Implementation makes progress in line
with the set timeframe
Needed financial and human resources are made available at compliance
departments and units
Compliance departments and units are
independent
Compliance units within the security
sector are effective
The public are confident that security
officials are seriously willing to combat
corruption
Challenges that furnish an opportunity
for corruption in the security sector are
reviewed
Assessments of risks of corruption are
provided on a regular basis
New policies and plans are informed by
findings of the integrity assessment
A clearly defined process of the budget
planning cycle is in place. Budget planning departments are established and
independent
The security sector budget includes
comprehensive and detailed information on expenditures according to
respective functions
The PLC receives an accurate security
sector budget proposal in accordance
with the 1997 Law on the Regulation of
the Public Budget and Financial Affairs
The PLC Interior and Security Committee is vested with the powers to
intervene in budget allocations and
review expenditures
The security sector budget is publicly
available, disaggregated and clearly
defined before it is enacted
The greatest portion of the enacted
security sector budget is fully disclosed
to the media and civil society actors
Information requested by citizens,
media outlets, and civil society on the
security sector budget is provided in a
timely fashion
An internal audit (financial) unit is
established, effective, experienced and
independent in the performance of its
functions

Political will

Practices

Integrity

Very low

Political will

Practices

Integrity

Low

Political will

Practices

Integrity

Low

Political will

Practices

Accountability

Advanced

Political will

Practices

Accountability

Low

Political will

Practices

Accountability

Critical

Political will

Practices

Accountability

Critical

Political will

Practices

Accountability

Critical

Security sector budgets

Regulations

Transparency

Very advanced

Security sector budgets

Practices

Transparency

Low

Security sector budgets

Practices

Accountability

Critical

Security sector budgets

Practices

Accountability

Critical

Security sector budgets

Practices

Transparency

Very low

Security sector budgets

Practices

Transparency

Low

Security sector budgets

Practices

Transparency

Very low

Security sector budgets

Practices

Accountability

Advanced
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The SAACB regularly audits the security sector spending and evaluates the
security sector performance
Findings of the SAACB audit reports
on security agencies are published
SAACB recommendations are capitalised on
Legislation is in place, covering all
procurements of the security sector
without exception
Regulations on procurement bodies
stipulate a full understanding of the
cases of corruption
Regulations on security sector procurements are enforced effectively
A procedure manual on public procurements and tenders is in place
The oversight body for security sector
procurements is independent
Oversight of security sector procurements is efficient
Details of all procurements are available
Data on procurements are published,
usually in an accessible format
The vast majority (90+ percent) of security sector procurements are carried
out through a system of open competition, with the exception of some clearly
specified and restricted cases
Justifications are provided for all
contracts awarded through individual
procurement and restricted competition (invitation to bids). These are also
subject to external audits
Officials in charge of designing tender
specifications or those involved in the
decision-making process of tender
boards are subject to bylaws or codes
of professional conduct, which are
specifically prepared to avoid conflicts
of interest
A comprehensive audit process allows
officials to take part in scrutinising
suppliers and designing tender specifi.cations
Official policies and procedures are in
place, identifying how supplier service
and/or delivery obligations are controlled, assessed and reported
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Security sector budgets

Practices

Accountability

Advanced

Practices

Transparency

Low

Practices

Accountability

Low

Procurements
Regulations
and tenders

Transparency

Low

Procurements
Regulations
and tenders

Integrity

Very advanced

Security sector budgets
Security sector budgets

Procurements
Practices
Accountability
and tenders
Procurements
Practices
Accountability
and tenders
Procurements
Regulations Accountability
and tenders
Procurements
Practices
Accountability
and tenders
Procurements
Practices
Transparency
and tenders
Procurements
Practices
Transparency
and tenders

Very advanced
Low
Very advanced
Very advanced
Low
Low

Procurements
and tenders

Practices

Integrity

Advanced

Procurements
and tenders

Practices

Integrity

Advanced

Procurements
Regulations Accountability
and tenders

Very advanced

Procurements
and tenders

Accountability

Very advanced

Procurements
Regulations Accountability
and tenders

Very advanced

Practices
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All contracts, including modifications
after tenders are awarded, are publicly
accessible
Officials regularly produce audit
compliance reports on contracts and
achievements
Adequate actions are taken against all
contract violations
Official mechanisms allow companies
to file challenges or complaints against
anomalous practices in the procurement
process
Mechanisms for filing challenges and
complaints by companies are effective
and systematically used
Companies believe they will not face
discrimination in future procurement
operations if they file complaints
Legally prescribed penalties are clear,
providing for punishing any suppliers
who commit acts of corruption
Cases of corruption in procurements
are investigated and offenders are put
on trial without any undue political
influence
The number of civil servants and security personnel is accurately known and
publicly available
The security sector allows public
access to information on the number of
civil servants and security personnel
The security sector has faced the problem of ghost employees over the past
five years
The size of the wage bill of civil servants and security personnel is made
publicly available
Allowances paid to civil servants and
security personnel are published and
accessed by the public
Staff receive their salaries on time
The payment system is well-prepared,
regular and public
Salaries and increments are publicly
accessible

Procurements
and tenders

Practices

Transparency

Low

Procurements
and tenders

Practices

Transparency

Critical

Procurements
and tenders

Practices

Accountability

Very advanced

Procurements
Regulations Accountability
and tenders

Very advanced

Procurements
and tenders

Practices

Accountability

Procurements
and tenders

Practices

Accountability Suspended

Low

Procurements
Regulations Accountability
and tenders

Very advanced

Procurements
Regulations Accountability
and tenders

Advanced

Recruitment
and personnel
conduct
Recruitment
and personnel
conduct
Recruitment
and personnel
conduct
Recruitment
and personnel
conduct
Recruitment
and personnel
conduct
Recruitment
and personnel
conduct
Recruitment
and personnel
conduct
Recruitment
and personnel
conduct

Practices

Transparency

Low

Practices

Transparency

Low

Practices

Integrity

Very advanced

Practices

Transparency

Very advanced

Practices

Transparency

Low

Practices

Integrity

Very advanced

Practices

Integrity

Very advanced

Practices

Transparency

Very advanced
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22

The system of recruiting security personnel at mid- and upper-management
Recruitment
levels includes objective standards of
and personnel
relevant positions as well as evaluaconduct
tions based on specific criteria
In their statements or media interviews,
Recruitment
security sector institutions are publicly
and personnel
committed to anti-corruption and integconduct
rity measures
Recruitment
The law prescribes specific penalties
and personnel
for corruption offences
conduct
There are regulations on whistleblowRecruitment
ing and adequate protection is provided
and personnel
to whistleblowers from the security
conduct
sector against any reprisals
Whistleblowing is encouraged through
training, provision of information
Recruitment
and guidance on whistleblowing, and
and personnel
procedures for the protection of whisconduct
tleblowers
Recruitment
A code of professional conduct is
and personnel
applicable
conduct
The code of professional conduct is
Recruitment
disseminated to security personnel and and personnel
is publicly available
conduct
Recruitment
Security personnel and civil servants
and personnel
receive anti-corruption training
conduct
Recruitment
Staff attend regular training sessions on
and personnel
the fight against corruption
conduct
Recruitment
A policy is in place to announce results
and personnel
of the trials of security personnel
conduct
Recruitment
Results of trials are made publicly
and personnel
available
conduct
A specialised, independent (parliamentary or governmental) committee is not Oversight of
in place to control policies, manageIntelligence
ment and budget allocations to Intelliagencies
gence agencies
The oversight of Intelligence agencies’ Oversight of
activities, management and budget allo- Intelligence
cations is effective
agencies
Objective standards are provided to
Oversight of
select officers for senior positions in
Intelligence
the Intelligence service
agencies
Recruitment in senior positions at
Oversight of
the Intelligence service is affected by
Intelligence
favouritism
agencies

Regulations

Integrity

Low

Practices

Integrity

Low

Regulations Accountability

Very advanced

Regulations

Integrity

Advanced

Practices

Integrity

Advanced

Practices

Integrity

Very advanced

Practices

Integrity

Very advanced

Practices

Integrity

Low

Practices

Integrity

Low

Regulations

Transparency

Low

Practices

Transparency

Low

Practices

Accountability

Critical

Practices

Accountability

Low

Regulations

Integrity

Critical

Practices

Integrity

Low
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An external committee (e.g. the Governance Integrity Committee) assesses
the suitability of nominated candidates
The proportion of discreet expenditures
earmarked to Intelligence agencies
(General Intelligence and Preventive
)Security services
An information classification system is
established in consistence with the law
with a view to ensuring protection of
information

Oversight of
Intelligence
agencies

Practices

Integrity

Critical

Oversight of
Intelligence
agencies

Practices

Transparency

Advanced

Oversight of
Intelligence
agencies

Regulations

Transparency

Very low
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3. Index results by ratings
The report divides the Index into three categories: (1) aspects of integrity in the security sector; (2) regulations
and practices; and (3) pillars of the integrity system.

Index results of the aspects of integrity in the security sector
Results show varying ratings of the aspects of integrity in the security sector. Procurements and tenders, recruitment, and personnel conduct were rated as advanced. By contrast, the security sector budget had the rating of low. Political will and oversight of Intelligence agencies received the rating of very low. Table 6 below
shows the numbers and average scores of indicators in each aspect.
Table 6: Average ratings of the aspects of integrity in the security sector
#

Total
indicators

Numbers
of indicators

Relative
weight
of each
aspect

Average
score of
each aspect

Political will

22

1-22

27.50%

33

Security sector budget

11

23.33

13.75%

45

21

34-54

26.25%

76

19

55-73

23.75%

74

7

52-68

8.75%

29

80

1-80

100%

55

Sector

Procurements and
tenders
Recruitment and personnel conduct
Oversight of Intelligence agencies
Total

Chart 4 below shows the rating of the aspects of integrity in the security sector as follows: (1) Procurements
and tenders, (2) recruitment and personnel conduct, (3) security sector budget, (4) political will, and (5) oversight of Intelligence agencies.
Chart 4: Ratings of the aspects of integrity in the security sector
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1. The rating of oversight of Intelligence agencies
Chart 4 above shows that oversight of Intelligence agencies had the rating of very low (21-35). For this aspect,
three of seven indicators were rated as critical (0-20). These were:
 A specialised, independent (parliamentary or governmental) committee is in place to control policies,
management and budget allocations to Intelligence agencies.
 Objective standards are provided to select officers for senior positions in the Intelligence service.
 An external committee (e.g. the Governance Integrity Committee) assesses the suitability of nominated candidates.
One indicator, namely, an information classification system is established in consistence with the law with
a view to ensuring protection of information, obtained the rating of very low (21-32). Two indicators were
rated as low (36-50): The oversight of Intelligence agencies’ activities, management and budget allocations
is effective; and Recruitment in senior positions at the Intelligence service is affected by favouritism. On the
other hand, the indicator (The proportion of discreet expenditures earmarked to Intelligence agencies) had the
rating of advanced.

2. The rating of political will
The low rating of political will owes to the fact that half of the indicators (11 out of 22) scored critical. While
all 11 indicators fall under practices, nine are indicators of accountability and two are of transparency.
Seven of the 11 indicators concern the PLC functions. As a key oversight body, the PLC had the rating of
critical due to its dysfunction. These indicators are:
 Effective PLC oversight of security agencies.
 The Legislative Authority is independent and is not prone to interference by any centres of influence
in the Executive or security sector.
 The PLC Security Committee members have experience in the security sector.
 Annual audit reports on security agencies are submitted to the PLC.
 The PLC holds the Ministry of Interior and National Security to account for findings of the reports
produced by the SAACB.
 The security policy or security strategy is deliberated by the PLC.
 PLC deliberations address security threats to the country.
Indicators 10 (Regular consultations on the security sector policy and security strategy take place with the
public), 20 (Challenges that furnish an opportunity for corruption in the security sector are reviewed), 21 (Assessments of risks of corruption are provided on a regular basis), and 22 (New policies and plans are informed
by findings of the integrity assessment) were all rated as critical.
Only Indicator 15 (The anti-corruption policy is reflected in the security sector’s plan of action. Implementation makes progress in line with the set timeframe) had the rating of very low. By contrast, four indicators
received the rating of low (36-50), all scoring 50. These are: There are indications that security institutions are
open to civil society organisations; Needed financial and human resources are made available at compliance
departments and units; Compliance departments and units are independent; and The public are confident that
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security officials are seriously willing to combat corruption.
Four indicators were rated as advanced: Right of access to updated documents and information on the security
sector policy or security strategy is safeguarded; Civil society organisations and research centres discuss the
issues of integrity, transparency and corruption within the security sector; The State implements an explicit
anti-corruption policy, which is effectively applicable to the security sector; and Compliance units within the
security sector are effective.
On the other hand, two indicators of political will had the rating of very advanced (81-100): Legislation is enacted, enabling the PLC to exercise oversight of operations of the security establishment; and A parliamentary
committee with a special focus on oversight of security agencies is established in accordance with the PLC
Standing Orders. Both indicators fall under regulations.

3. The rating of security sector budget
The low rating of the security sector budget is attributed to eight of 11 indicators, which had very low scores.
All these fall under practices. Two indicators were rated as critical: The PLC receives an accurate security
sector budget proposal in accordance with the 1997 Law on the Regulation of the Public Budget and Financial
Affairs; and The PLC Interior and Security Committee is vested with the powers to intervene in budget allocations and review expenditures.
Another two indicators had the rating of very low: The security sector budget is publicly available, disaggregated and clearly defined before it is enacted; and Information requested by citizens, media outlets, and civil
society on the security sector budget is provided in a timely fashion.
Four indicators were rated as low: The security sector budget includes comprehensive and detailed information on expenditures according to respective functions; The greatest portion of the enacted security sector
budget is fully disclosed to the media and civil society actors; Findings of the SAACB audit reports on security
agencies are published; and SAACB recommendations are capitalised on.
Two indicators obtained the rating of advanced: An internal audit (financial) unit is established, effective, experienced and independent in the performance of its functions; and The SAACB regularly audits the security
sector spending and evaluates the security sector performance. On indicators was rated as very advanced:
There is a clearly defined process of the budget planning cycle. Budget planning departments are established
and independent. The latter falls under regulations.

4. The rating of recruitment and personnel conduct
Chart 4 above shows that recruitment and personnel conduct had the rating of advanced. Eight (or 42 percent)
of 19 indicators scored very advanced (five of eight indicators were related to integrity, two to transparency,
and one to accountability):
 The security sector has faced the problem of ghost employees over the past five years.
 The size of the wage bill of civil servants and security personnel is made publicly available.
 Staff receive their salaries on time.
 The payment system is well-prepared, regular and public.
 Salaries and increments are publicly accessible.
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 The law prescribes specific penalties for corruption offences.
 A code of professional conduct is applicable.
 The code of professional conduct is disseminated to security personnel and is publicly available.
Two indicators had an advanced rating: There are regulations on whistleblowing and adequate protection is
provided to whistleblowers from the security sector against any reprisals; and Whistleblowing is encouraged
through training, provision of information and guidance on whistleblowing, and procedures for the protection
of whistleblowers.
Representing 47 percent of all indicators of the security sector budget, nine indicators had the rating of low
(five of the nine low-rated indicators are of transparency and the other four are of integrity). Of these, seven
are indicators of practices:
 The number of civil servants and security personnel is accurately known and publicly available.
 The security sector allows public access to information on the number of civil servants and security
personnel.
 Allowances paid to civil servants and security personnel are published and accessed by the public.
 In their statements or media interviews, security sector institutions are publicly committed to anti-corruption and integrity measures.
 Security personnel and civil servants receive anti-corruption training.
 Staff attend regular training sessions on the fight against corruption.
 Results of trials are made publicly available.
The other two indicators of regulations include: The system of recruiting security personnel at mid- and
upper-management levels includes objective standards of relevant positions as well as evaluations based on
specific criteria; and A policy is in place to announce results of the trials of security personnel.

5. The rating of procurements and tenders
Table 6 above shows that procurements and tenders had the highest rating of advanced in all aspects of integrity. Of all 21 indicators, 10 (or 48 percent) were rated as very advanced (81-100). Also, nine of these 10
indicators were of accountability and one of integrity). Six indicators fell under regulations:
 Regulations on procurement bodies stipulate a full understanding of the cases of corruption.
 The oversight body for security sector procurements is independent.
 Officials in charge of designing tender specifications or those involved in the decision-making process
of tender boards are subject to bylaws or codes of professional conduct, which are specifically prepared to avoid conflicts of interest.
 Official policies and procedures are in place, identifying how supplier service and/or delivery obligations are controlled, assessed and reported.
 Official mechanisms allow companies to file challenges or complaints against anomalous practices in
the procurement process.
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 Legally prescribed penalties are clear, providing for punishing any suppliers who commit acts of corruption.
Four indicators pertained to practices:
 Regulations on security sector procurements are enforced effectively.
 Oversight of security sector procurements is efficient.
 A comprehensive audit process allows officials to take part in scrutinising suppliers and designing
tender specifications.
 Adequate actions are taken against all contract violations.
According to results, Indicator 48 (Officials regularly produce audit compliance reports on contracts and
achievements) had the rating of critical. Three (or 14 percent) of all indicators of procurements and tenders in
the security sectors were rated as advanced:
 The vast majority (90+ percent) of security sector procurements are carried out through a system of
open competition, with the exception of some clearly specified and restricted cases.
 Justifications are provided for all contracts awarded through individual procurement and restricted
competition (invitation to bids). These are also subject to external audits.
 Cases of corruption in procurements are investigated and offenders are put on trial without any undue
political influence.
Six (or 33 percent) of all indicators scored a low rating, including five of transparency:
 Legislation is in place, covering all procurements of the security sector without exception.
 Details of all procurements are available.
 Data on procurements are published, usually in an accessible format.
 All contracts, including modifications after tenders are awarded, are accessible.
The other two indicators of accountability are 37 and 51 respectively: A procedure manual on public procurements and tenders is in place; and Mechanisms for filing challenges and complaints by companies are
effective and systematically used. Five of the six indicators, which were rated as low, addressed practices.
One indicator related to regulations: Legislation is in place, covering all procurements of the security sector
without exception.

Impact of the indicators of regulations on the security sector ratings
Of a particular note, as shown by Chart 5 below, security sector ratings vary remarkably among the indicators
of regulations and practices. In relation to political will, the indicators of regulations increase by 69 points
compared to the indicators of practices (88 vs. 19). For the security sector budget, the indicators of regulations
are higher by 60 points in comparison to the indicators of practices (100 vs. 40). The difference is as much as
26 points between the indicators of procurement regulations compared to the indicators of practices (93 vs.
67). As demonstrated in the Chart below, when the indicators of political will are separated from the indicators
of regulations and limited to practices, the rating drops from “very low” to “critical”. This reflects a significantly vulnerable practice in the security sector against the backdrop of the legal norms, which ensure integrity
and governance in these aspects.
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By contrast, in respect of oversight of Intelligence agencies, the rating of the indicators of regulations decreases (13 vs. 35), recruitment and personnel conduct (69 vs. 75), by 22 and 6 points respectively. As a result, legal
rules concerning the oversight of Intelligence agencies need to be developed.

Chart 5: Average security sector scores compared to the indicators of practices and regulations

Index results of the of regulations and practices
Results show that regulations were rated as advanced while practices received a low rating. Table 7 below
shows the numbers and average scores of the indicators of regulations and practices.

Table 7: Average scores by regulations and practices
#

Sector

1

Indicators of
regulations

Total indicators
18

Numbers of indicators
,38 ,35 ,34 ,23 ,14 ,13 ,4 ,1
,66 ,65 ,63 ,53 ,50 ,46 ,44
80 ,76 ,72

Relative
weight of
sector

Average score
of each sector
after weighting

22.5%

78
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2

Indicators of
practices

36- ,24-33 ,15-22 ,5-12 ,2-3
,51,52 ,47-49 ,45 ,39-43 ,37
62
,75 ,73 ,67-71 ,64 ,54-62
77-79

77.5%

48

Regulations had an advanced rating. Ten (or 56 percent) of all indicators of regulations were rated as very
advanced:
 Legislation is enacted, enabling the PLC to exercise oversight of operations of the security
establishment.
 A parliamentary committee with a special focus on oversight of security agencies is established in accordance with the PLC Standing Orders.
 A clearly defined process of the budget planning cycle is in place.
 Budget planning departments are established and independent.
 Regulations on procurement bodies stipulate a full understanding of the cases of corruption.
 The oversight body for security sector procurements is independent.
 Officials in charge of designing tender specifications or those involved in the decision-making
process of tender boards are subject to bylaws or codes of professional conduct, which are
specifically prepared to avoid conflicts of interest.
 Official policies and procedures are in place, identifying how supplier service and/or delivery
obligations are controlled, assessed and reported.
 Official mechanisms allow companies to file challenges or complaints against anomalous
practices in the procurement process.
 Legally prescribed penalties are clear, providing for punishing any suppliers who commit acts
of corruption.
 The law prescribes specific penalties for corruption offences.
By contrast, five indicators had low ratings. Indicator 76 (Objective standards are provided to select officers
for senior positions in the Intelligence service) was rated as critical. Indicator 80 (An information classification system is established in consistence with the law with a view to ensuring protection of information) had
the rating of very low. Three indicators received the rating of low: Legislation is in place, covering all procurements of the security sector without exception; The system of recruiting security personnel at mid- and
upper-management levels includes objective standards of relevant positions as well as evaluations based on
specific criteria; and A policy is in place to announce results of the trials of security personnel.
Three indicators had the rating of advanced: Civil society organisations and research centres discuss the issues
of integrity, transparency and corruption within the security sector; The State implements an explicit anti-corruption policy, which is effectively applicable to the security sector; and There are regulations on whistleblowing and adequate protection is provided to whistleblowers from the security sector against any reprisals.
Eight of the 10 indicators of regulations with the rating of very advanced fall under accountability, one under
transparency, and one under integrity. Of the five indicators rated as low, three involved transparency and two
integrity. While one addressed accountability, two of the three indicators with an advanced rating concerned
integrity.
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Chart 6: Ratings of regulations and practices

Chart 6 above shows that the rating of regulations outweighed that of practices by a margin of 30 points. Comprising 62 indicators, practices had a rating of low. This was the highest rating reflected in this category. While
11 indicators were rated as very advanced, 16 received the rating of critical. By contrast, three indicators had
the rating of very low and 22 of low. Nine indicators scored an advanced rating.
Eleven (or 18 percent) of all indicators of practices received the rating very advanced:
 Regulations on security sector procurements are enforced effectively.
 The oversight body for security sector procurements is independent.
 A comprehensive audit process allows officials to take part in scrutinising suppliers and designing tender specifications.
 Adequate actions are taken against all contract violations.
 The security sector has faced the problem of ghost employees over the past five years.
 The size of the wage bill of civil servants and security personnel is made publicly available.
 Staff receive their salaries on time.
 The payment system is well-prepared, regular and public.
 Salaries and increments are publicly accessible.
 A code of professional conduct is applicable.
 The code of professional conduct is disseminated to security personnel and is publicly available.
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On the other hand, 16 indicators were rated as critical:
 Effective PLC oversight of security agencies.
 The Legislative Authority is independent and is not prone to interference by any centres of
influence in the Executive or security sector.
 The PLC Security Committee members have experience in the security sector.
 Annual audit reports on security agencies are submitted to the PLC.
 The PLC holds the Ministry of Interior and National Security to account for findings of the
reports produced by the SAACB.
 The security policy or security strategy is deliberated by the PLC.
 PLC deliberations address security threats to the country, procurement decisions, level of
spending on the security sector, number of security personnel, size of the security budget, and
use of operational capacities of the security sector.
 Regular consultations on the security sector policy and security strategy take place with the
public.
 Challenges that furnish an opportunity for corruption in the security sector are reviewed.
 Assessments of risks of corruption are provided on a regular basis.
 New policies and plans are informed by findings of the integrity assessment.
 The PLC receives an accurate security sector budget proposal in accordance with the 1997
Law on the Regulation of the Public Budget and Financial Affairs.
 The PLC Interior and Security Committee is vested with the powers to intervene in budget
allocations and review expenditures.
 Officials regularly produce audit compliance reports on contracts and achievements.
 A specialised, independent (parliamentary or governmental) committee is in place to control
policies, management and budget allocations to Intelligence agencies.
 An external committee (e.g. the Governance Integrity Committee) assesses the suitability of
nominated candidates.

Index results according to pillars of the integrity system
Chart 7 below shows that transparency was rated as low. By contrast, integrity and accountability scored average, with a difference of 10 points between each. Table 8 below shows the numbers and average scores of
indicators for each pillar of integrity in the security sector.

Table 8: Average scores by pillars of integrity
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#

Pillars of the integrity system
Transparency
Accountability
Integrity

Total

Total indiNumbers of indicators
cators
,32 ,27-29 ,23-24 ,9-12
24 ,55-56 ,47-48 ,40-41 ,34
79-80 ,72-73 ,62 ,58-59
,25-26 ,18-22 ,13 ,1-8
35 ,44-46 ,36-39 ,33 ,30-31
74-75 ,65 ,49-54
,57 ,42-43 ,35 ,14-17
21
,66-71 ,63-64 ,60-61
76-78
80

1-80

Relative
weight
of each
pillar

Average score
of each pillar

30%

49

44%

54

26%

64

100%

55

1. Transparency
Comprising 24 indicators, transparency had an overall rating of low. Three indicators were rated as very advanced. Of these, two indicators addressed practices: The size of the wage bill of civil servants and security
personnel is made publicly available; and Salaries and increments are publicly accessible. The third indicator
concerned regulations: A clearly defined process of the budget planning cycle is in place and budget planning
departments are independent.
On the other hand, three indicators received the rating of critical: (1) PLC deliberations address security threats
to the country, procurement decisions, level of spending on the security sector, number of security personnel,
size of the security budget, and use of operational capacities of the security sector; (2) Regular consultations
on the security sector policy and security strategy take place with the public; and (3) Officials regularly produce audit compliance reports on contracts and achievements.
Also, three indicators had a very low rating: (1) The security sector budget is publicly available, disaggregated
and clearly defined before it is enacted; (2) Information requested by citizens, media outlets, and civil society
on the security sector budget is provided in a timely fashion; (3) An information classification system is established in consistence with the law with a view to ensuring protection of information.
Thirteen indicators scored 50, the highest in the low rating. By contrast, two indicators were rated as advanced: (11) Right of access to updated documents and information on the security sector policy or security
strategy is safeguarded; and (79) The proportion of discreet expenditures earmarked to Intelligence agencies
(General Intelligence and Preventive Security services).

2. Accountability
Including 35 indicators (44 percent of the index weight), accountability received an average rating overall.
Twelve indicators had a very advanced rating, of which eight addressed regulations:
 Legislation is enacted, enabling the PLC to exercise oversight of operations of the security
establishment.
 A parliamentary committee with a special focus on oversight of security agencies is established in accordance with the PLC Standing Orders.
 The oversight body for security sector procurements is independent.
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 Officials in charge of designing tender specifications or those involved in the decision-making
process of tender boards are subject to bylaws or codes of professional conduct, which are
specifically prepared to avoid conflicts of interest.
 Official policies and procedures are in place, identifying how supplier service and/or delivery
obligations are controlled, assessed and reported.
 Official mechanisms allow companies to file challenges or complaints against anomalous
practices in the procurement process.
 Legally prescribed penalties are clear, providing for punishing any suppliers who commit acts
of corruption.
 The law prescribes specific penalties for corruption offences.
The other four indicators addressed practices: (1) Regulations on security sector procurements are enforced effectively; (2) Oversight of security sector procurements is efficient; (3) A comprehensive audit process allows
officials to take part in scrutinising suppliers and designing tender specifications; and (4) Adequate actions are
taken against all contract violations.

Chart 7: Ratings of the pillars of integrity

On the other hand, 12 indicators were rated as critical. All these were indicators of practices:
 Effective PLC oversight of security agencies.
 The Legislative Authority is independent and is not prone to interference by any centres of influence
in the Executive or security sector.
 The PLC Security Committee members have experience in the security sector.
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 Annual audit reports on security agencies are submitted to the PLC.
 The PLC holds the Ministry of Interior and National Security to account for findings of the reports
produced by the SAACB.
 The security policy or security strategy is deliberated by the PLC.
 Challenges that furnish an opportunity for corruption in the security sector are reviewed.
 New policies and plans are informed by findings of the integrity assessment.
 The PLC receives an accurate security sector budget proposal in accordance with the 1997 Law on the
Regulation of the Public Budget and Financial Affairs.
 The PLC Interior and Security Committee is vested with the powers to intervene in budget allocations
and review expenditures.
 A specialised, independent (parliamentary or governmental) committee is in place to control policies,
management and budget allocations to Intelligence agencies.
Five indicators had a low rating (36-50): (1) The public are confident that security officials are seriously willing to combat corruption; (2) SAACB recommendations are capitalised on; (3) A procedure manual on public
procurements and tenders is in place; (4) Mechanisms for filing challenges and complaints by companies are
effective and systematically used; and (5) The oversight of Intelligence agencies’ activities, management and
budget allocations is effective.
Another five indicators were rated as advanced: (1) Civil society organisations and research centres discuss
the issues of integrity, transparency and corruption within the security sector; (2) Compliance units within the
security sector are effective; (3) An internal audit (financial) unit is established, effective, experienced and
independent in the performance of its functions; (4) The SAACB regularly audits the security sector spending
and evaluates the security sector performance; (5) Cases of corruption in procurements are investigated and
offenders are put on trial without any undue political influence.
3. Integrity
With an overall average rating, the pillar of integrity includes 21 indicators, representing 26 percent of the
index weight. Six (or 29 percent) of all indicators of integrity had a very advanced rating:
 Regulations on procurement bodies stipulate a full understanding of the cases of corruption.
 The security sector has faced the problem of ghost employees over the past five years.
 Staff receive their salaries on time.
 The payment system is well-prepared, regular and public.
 A code of professional conduct is applicable.
 The code of professional conduct is disseminated to security personnel and is publicly available.
By contrast, two indicators were rated as critical: (76) Objective standards are provided to select officers for
senior positions in the Intelligence service; and (78) An external committee (e.g. the Governance Integrity
Committee) assesses the suitability of nominated candidates. Indicator 15 had a very low rating: The anti-corruption policy is reflected in the security sector’s plan of action. Implementation makes progress in line with
the set timeframe.
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Seven, or 33 percent, of all indicators of the pillar of integrity received the rating of low: (1) Needed financial
and human resources are made available at compliance departments and units; (2) Compliance departments
and units are independent; (3) The system of recruiting security personnel at mid- and upper-management
levels includes objective standards of relevant positions as well as evaluations based on specific criteria; (4)
In their statements or media interviews, security sector institutions are publicly committed to anti-corruption
and integrity measures; (5) Security personnel and civil servants receive anti-corruption training; (6) Staff
attend regular training sessions on the fight against corruption; and (7) Recruitment in senior positions at the
Intelligence service is affected by favouritism.
Five indicators had an advanced rating: (1) The State implements an explicit anti-corruption policy, which is
effectively applicable to the security sector; (2) The vast majority (90+ percent) of security sector procurements are carried out through a system of open competition, with the exception of some clearly specified and
restricted cases; (3) Justifications are provided for all contracts awarded through individual procurement and
restricted competition (invitation to bids). These are also subject to external audits; (4) There are regulations
on whistleblowing and adequate protection is provided to whistleblowers from the security sector against any
reprisals; and (5) Whistleblowing is encouraged through training, provision of information and guidance on
whistleblowing, and procedures for the protection of whistleblowers.
Impact of the indicators of regulations on ratings by the pillars of integrity, accountability and transparency
In relation to the indicators of regulations and practices, Chart 8 below shows a notable variation between
ratings by the pillars of integrity, accountability and transparency. When the indicators of accountability are
separated from those of regulations and restricted to practices, the rating of transparency drops from average
to low. In regard of the pillar of accountability, the indicators of regulations rise by 57 points in comparison
to the indicators of practices (97 vs. 38), as well as by 10 points between the indicators of regulations scored
in the pillar of transparency compared to the indicators of practices (58 vs. 48). By contrast, the indicators of
regulations scored 6 points lower than the indicators of practices (60 vs. 66).
The table below also shows that, in relation to the pillars of transparency and integrity, the indicators of regulations continued to be low and, therefore, required further attention and development.
Chart 8: Average security sector scores compared to the indicators of practices and regulations
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Findings
Results of the Integrity Index in the Palestinian Security Sector show how immune the integrity system in the
Palestinian security sector is. It reflects prevention of corruption risks, including the set of values which officials adhere to in the context of fighting corruption, maintaining public finances, and respecting the principles
of transparency in their functions. It also demonstrates how effective the systems of accountability are. Along
this vein, the integrity index reveals many gaps that curtail the immunity of the Palestinian security sector.
General findings
1)

The Integrity Index in the Palestinian Security Sector scored average, indicating that corruption risks or “opportunities” are still possible. The integrity system in the Palestinian security
sector is at the inception phase, requiring further steps to fulfil conditions for building an
effective integrity system in this sector.

2)

The index results showed that the major challenge to the integrity system in the Palestinian
security sector lies in practices, which scored lower than regulations. Characterised as either
short or ineffective, the latter were still rated as advanced.

3)

It was clearly shown that the most significant challenge was posed by two aspects: (1) inadequate tools of oversight of Intelligence agencies, and (2) weak political will. Crucially, an
inactive PLC has greatly impacted scores of the Integrity Index in the Palestinian Security
Sector. By contrast, procurements and tenders, and recruitment and personnel conduct, were
rated as advanced. Oversight mechanisms and techniques are provided by specialised and
internal government units. The security establishment also demonstrates a will to improve
security personnel’s performance.

4)

The index showed that regulations were generally available. However, there is a distinct lack
in regulations on oversight of Intelligence agencies, resulting in unclear mechanisms that
help to consider how appropriate candidates are to command these agencies. Also lacking
are regulations on the promotion of transparency given that a law on the right of access to
information and a regulation on document classification have not so far been enacted. These
legislative acts should outline mechanisms for accessing information and documents kept by
security agencies and government bodies. They also set the prescribed duration for public
disclosure of information.

5)

Ratings showed that the indicators of transparency were the weakest in all three pillars of
the integrity system in the security sector. While accountability and integrity were rated as
“average”, transparency scored low.

Detailed findings
1)

Some Palestinian regulations inadequately provide for immunising the integrity system within the Palestinian security sector; e.g. the right of access to information.

2)

According to the index results, oversight bodies’ role is undermined by inactive PLC due to
the internal Palestinian political divide. As a result, parliamentary oversight of the security
sector has been debilitated, clearly impacting political will, practices, and accountability. Of
the 11 indicators of the PLC powers of control over the security sector, nine were rated as
critical because of a dysfunctional parliamentary process. These nine indicators account for
some 11 percent of the total index weight.

3)

Indicators of transparency continue to be weak. For example, regular public consultations on
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the security sector policy and security strategy do not take place. Officials do not regularly
produce audit compliance reports on contracts and achievements. Information requested by
citizens, media outlets, and civil society on the security sector budget is not provided in a
timely fashion.
4)

An information classification system is not established in consistence with the law to ensure
protection of information and allow the publication of documents. A few details are provided
about the security sector budget before it is enacted.

5)

A regulation or bylaw is not in place so as to set objective standards to select officers for
senior positions in the Intelligence service. An external committee (e.g. the Governance Integrity Committee) is not established to assess the suitability of nominated candidates.

6)

A specialised, independent governmental committee (e.g. National Security Council) is in
place to control policies, management and budget allocations to Intelligence agencies.

7)

Corruption risk management within the security sector is inadequate. Challenges that furnish
an opportunity for corruption in the security sector are not reviewed. Assessments of risks
of corruption are not provided on a regular basis. Hence, new policies and plans are not informed by findings of the integrity assessment.

8)

The working relationship between security sector institutions and civil society organisations
has seen an improvement in the oversight of security operations, particularly arrests and investigations. However, such openness is still limited in relation to policy deliberations.

9)

To achieve the purpose for which they were established, compliance (internal control) departments and units need to provide more financial and human resources as well as maintain
their independence.

10)

Regulations enacted and published in the Official Gazette do not cover all security sector
procurements. A procedure manual on public procurements and tenders in the security sector
should be developed.

11)

Security sector procurements need to disclose details of all procurements are available. Data
on procurements should be published, usually in an accessible format. All contracts, including modifications after tenders are awarded, will also be accessible.

12)

The security sector budget continues to provide little information on expenditures. The greatest portion of the enacted security sector budget is not fully disclosed to the media and civil
society actors.

13)

The SAACB continues to restrain publication of results of security sector audits. The Bureau
only releases a summary of its operations within security sector institutions in the SAACB
annual report. SAACB reports also show that relevant recommendations are used to a limited
extent.

14)

The government does not disclose the exact number of civil servants and security personnel.
Allowances paid to civil servants and security personnel are not adequately published.

15)

In spite of administrative developments (e.g. approved structures and job descriptions), the
system of recruiting security personnel at mid- and upper-management levels rarely includes
objective standards. Even though attempts have been made to separate security commanders
from political organisations, partisan favouritism continues to be influential.
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16)

In their statements or media interviews, security officials and spokespersons do not pay special attention to and publicly confirm the security sector’s commitment to anti-corruption and
integrity measures.
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Recommendations
Findings of the Integrity Index in the Palestinian Security Sector require that a concerted effort be made by
Palestinian political institutions to address gaps and ensure a more immune and effective security sector. This
requires that the issues below be included into the Corruption Risk Management Plan in the Security Sector.
1)

The President should promulgate a decree, setting the date for national elections in order to
empower citizens to exercise their right to choose their representatives at political institutions. Elections reflect a political will to reinvigorate parliamentary oversight of functions of
the executive branch of government, including the security sector.

2)

The National Security Council should be re-established as a specialised, supervisory “government” body to control the Intelligence agencies’ policies, management and budget allocations.

3)

The Council of Ministers should promulgate the Law on the Right of Access to Information
and the Regulation on Document Classification. To promote transparency in the security sector, these legislative acts outline mechanisms for accessing information and documents kept
by security agencies and government bodies. They also set the prescribed duration for public
disclosure of information.

4)

The Council of Ministers should promulgate and publish in the Official Gazette a financial
regulation for the security establishment. Renewed annually by the Minister of Finance, the
unpublished Extraordinary Financial Regulation should not continue to be in force.

5)

The Council of Ministers should establish the “Committee on Governance Quality in the
Public Sector”. Comprising experienced and integral personalities, this committee will examine the appointment of candidates to senior civil and security positions in the public sector, including directors of security agencies and military institutions. In line with objective
standards, the process will assess the suitability of nominated candidates to these positions.

6)

The Ministry of Interior (MoI) should establish the Risk Management Unit in the Security
Sector, review the challenges that create an enabling environment for corruption, and examine corruption risk management in the security sector. Reviews will be periodic with a view
to taking advantage of assessment findings of planning and policy-making processes in the
Palestinian security sector.

7)

In their statements or media interviews, security officials and spokespersons should pay special attention to and publicly confirm the security sector’s commitment to anti-corruption and
integrity measures.

8)

The MoI and security agencies should broaden the scope of public consultations on the security sector policy and security strategy.

9)

Security sector officials should publish annual reports, including achievements, challenges,
and compliance of security personnel with the law and code of professional conduct.

10)

The working relationship between security agencies and civil society organisations should be
extended to discuss security policies and strategic plans.

11)

The Ministry of Finance and Military Financial Administration should be open to the public
and provide timely access to information on the security sector budget as requested by citizens, media outlets and civil society.

40

Integrity Index in the Palestinian Security Sector

12)

Capacity building should be provided to compliance departments and units as well as to internal control and inspection departments of the security sector. Qualified human and financial
resources will be secured. To achieve the purposes for which they have been established, the
independence of these structures will be promoted by ensuring a direct reporting line to the
Minister of Interior/Inspector General at the MoI.

13)

A regulation on the procurements of sensitive security nature, as provided for under the Law
by Decree No. 8 of 2014 on Public Procurement, should be promulgated. A procedure manual
for procurements and tenders in the security sector will also be issued forth.

14)

More transparent procurement processes will be embraced in the security sector. To this
avail, procurement data will be published in a publicly accessible format. All contracts, including modifications after tenders are awarded, will be made publicly available.

15)

The SAACB should publish the results of auditing security agencies and show how SAACB
recommendation are utilised by the security sector institutions.

16)

Security sector institutions should adopt objective, clear and public criteria for the appointment of personnel at mid- and upper-management levels. Specific mechanisms and standards
will be developed to put an end to and avoid any political influences on appointments within
the security sector.
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The Civil Forum for Promoting Good Governance in the Se- )The Coalition for Accountability and Integrity (AMAN
curity Sector
AMAN is the Palestinian Chapter of Transparency InternaInitiated by the Coalition for Accountability and Integrity tional Organization since 2006. It was established in 2000 by
(AMAN), the Civil Forum for Promoting Good Governance a number of civil organizations active in the area of democin the Security Sector was established jointly with a number of racy, good governance and human rights. It aims to achieve
civil society organisations wishing to coordinate community ac- a ‘corruption-free Palestinian Society”. AMAN endeavors
countability and oversight efforts and ensure the security sec- to create and lead cross-sectoral community mobilization to
tor’s compliance with the law and public order. Seeking to pro- combat corruption and produce, transfer and localize knowlmote principles of transparency and systems of accountability edge of corruption and its fighting at national, regional and
in public administration, the Forum is premised on the concept .international levels
of comprehensive security and need to provide a safety net to
AMAN is keen of its watchdog role to oversee the national
.society, institutions, sectors, and individuals
integrity system and focus on community participation and
The Forum contributes to developing the National Security Sec- activation of the role of civil society organizations and the
tor Strategy by creating mechanisms for public outreach and en- media in overseeing, accountability and in the creation of an
suring openness between the civil society and security establish- immune environment in addition to detecting the crimes of
ment. In line with the law, the Forum promotes the public’s right .corruption and minimize their spread
.of access to information on performance of the security sector
Rimawi building - First Floor - Irsal Street
Membership on the Forum includes Al-Haq, Palestinian Initiative for the Promotion of Global Dialogue and Democracy P.O. Box Ramallah 339 Jerusalem 69647
(MIFTAH), Independent Commission for Human Rights, Human Rights and Democracy Media Centre (SHAMS), Treatment Tel.: 022989506 – 022974949
and Rehabilitation Center for Victims of Torture, Palestinian Fax: 022974948
Center for Policy and Survey Research, Birzeit University – Institute of Law, Jerusalem Legal Aid and Human Rights Centre, Gaza: Haboosh street, branch of Al_shohada st., Gaza
Centre for Defence of Liberties and Civil Rights (Hurryyat), and
Telfax: 082884767 – 08288476680
.AMAN as Executive Secretary of the Forum
Email: info@aman-palestine.org
Website: http://www.aman-palestine.org
/Facebook: https://www.facebook.com/AmanCoalition
Tweeter: https://twitter.com/AMANCoalition

